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OFFICE 

OCSigO 201 Friedman, Bftn.F, 
(10-29-31) 



WAR DEPARTMENT 
OF THE CHIEF SIGNAL OFFICER 
WASHINGTON 



November 17, 1931. 



MEMORANDUM for the Administrative Assistant, 

War Department . 



1, Attached is Mr. Friedman's report on his investigation, for 
the Department of State, of the cipher machine submitted for their 
C consideration by the International Telephone and Telegraph Company. 

Draft of letter of transmittal for the signature of the Secretary of 
0 War is also inclosed. 

P For the Chief Signal Officer, 

Y 



G. E. Kumpe, 
Colonel, Signal Corps. 
Executive. 



1. Incl. 

Draft let. trans. report. 



F\pproved for Release bv MSA on 1 1-10-2014 pursuant to E.Q. 13529 







REF ID:A414§^1 



C 






r_ > 



T.DTV. 



WAR DEPARTMENT 
ala 

OFFICE OF THE CHIEF SIGNAL. OFFICER 



WASHINGTON 



Mov«»b«r 1931 






WSMOH -.NT)UJ? Tn* ax#outiT« Offlcar* 



Attashad hereto ia Ur* friadaao’a report on hie Investiga- 
tloat for the t)apartnant of State, of the oipher aaehina eabmitted 
for their e one i deration by the intematioael Telephone and Telegraph 
company* It ie reeomoended that tble report be foraarded to the ne<* 
paztMUt of rtute, and that the folloming be used ae a basis for a 
letter of transmittal to be signed by the 3eoretary of ^art 

Keferenoe ie made to your letter of October 29, 1931, 
and this Department's reply of NoveoAer 9, 1931, with regard 
to the assistonoe to be rendered by Vr, i.* P. rrledaitn, 
CryptaBalyst in the uffiee of the Chief Signal Offieer, in 
your InTcetigation of the cipher machine eubmitted for your 
eonilderation by the International Telephone and Telegraph 
Company* The Department it pleaeed to formard berevith the 
report rendered by Ur« Friedman as a result of his inTsstl- 
gatlon of the degree of cryptographic security afforded by 
this maehine. 

Should any further assieianoe or advice in this con- 
nection be necessary or desirable, this Dspurt^sr.t «ill be 
Tsry glad to eooperate «ith your Dspartnsnt in ahatevsr 
manner possible* 



D* M* Cranford, 
Major, Signal Corps. 



Attachtdi 

Report 
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Report on InToeti^tlon for the Department of btate 
of the cipher machine auhaltted for their consideration hj the 
International IPelophone and C/alegraph Compan/. 




1 * Poreoant to authority contained In the 2d Indoreeaentf 
dated hOTeaher 4, 19S1, to a letter dated October 29 ^ 1931, from the 
Department of state to the secretary of ^.ar, a etndy vae Initiated to 
detarmine only the decree of cryptographic secarlty afforded by the 
abore-eMntioiMd cipher machine. 

2. A theoretical method of eolTing oryptogramg produced by 
this machine, vlthout poeeeeeion of either the machine ora knowledge 
of the particular key settings employed in their production eas t;ulcfcly 
eatabliihod, 

3. T«o sets of eryptograoa eere requeeted for test, aa set 
forth in the attached Kxhibit 1. tCha meteages »ere delivered to this 
of flee under sealed cover and »ere received at the times indicated on 
the photostatic copies, Kxhiblts 2 to 9, inclusive* 

4. Aa regarde the first set of messagee, the only information 
given by the State Department vas that aach siessage had been enciphered 
b^ a different lQ-»letter keyaord. Attached hereto, labeled r:zhiblts 

10 to 13, Inoluaive, are the solutions to Messages 1, 6, ?, and 8, of the 
set of 12 messages furnished as Set A. There ceeaed to be no point in 
solving all the qmssages of this set, it being deemed setlsfactory to 
demonstrate, by aolving any four of them, the possibility of solving 
any messages of this category, all with independent Initial key settii^s* 
It may be stated that, « it h practice, any message of this type may be 
solved vlthln an hour or less, 

5. As regards the second set of messages, Set B, the only in- 
formation given by the state Department eas that these four meesagee 
were the 3rd, 4th, &th and 6th of a seriee enciphered from an initial 
setting known only to them. Attached hereto, labeled Exhibits 14 to 17, 
inclusive, are the eolutione to all four msssagea tbue furnished. It may 
be stated, as regards this method of employing the machine, that if a 
series of 10 or mors omssages is available, the determination of the 
proper initial setting for tho aeries can be reached within 24 hours, 
possibly only 12 hours. From that point on, howsver, all massages can 

be deciphered as rapidly as the legitimate correspondents can decipher 
them, providing a duplicate machine is available. If no duplicate aachins 
ia at hand, then the cuestion of quick translation becomes one merely of 
available elerloal personnel. 



Attaohedt 

Sxhibits 1 to 17, inoluaive* 



\ llliam F. Friedman, 
Cryptanalyst , 

Chifcf of Intslligence Section, 



OOSlgO - Kovamber 16, 1931 



I 






.* > P' 

- V 

\ ^ -O' V 



T 



^ i. I -< 

^ u.' V 



^ „ ... '' 
r < y ^ 



^ '' Bzi,, Xp : m 1 4 ^ XX'' f '' 

^ ^ :-KSHpi(^ 10=1 



i. 

1 « 2 I 3 SAGS br,'l\of A" 



, J> 0^^ 



' *. •Xrj' • .J- 









■,^t.'.,.v :-VfV . 

■ I ■ •■ • jT^. c-'- 



" ''■'^ '-Cr'- 

/ '' N tr fi 



1 .. 



. -.Ai > 

\ _ ■•■'■' 



'• 1 ‘ 
'•" - 1 



=. 






' ■ • I ' arf ,• 

» C 



■ S.'-^ 

.-r’’-: ..y '•■ V*'r VM’... 

( -v\ ---i^T.-' ••V,»1j»./..l~- 

t A'-'.f-.'* . • 









.nr.JD ’*QTvyBS(l‘ 6, iBSXf ^ 

'■■ • '• *- - •' --V-. i .X ■ "LT - - : 



I 

'r^g:ivs 0 >Si 4 o p/ '.,, 



^ -r , 

.. r'." « " V 



• ^ i' .? •' jfc; 

* ^ A ^ \4 ■'f' , ‘ ‘ “ 

■ ‘ ^ ^ ^ ^ A - - 

■' •„ '“t" , ' '". s ..--I- -'■ • ,' " • 

• -,;■ ■ ,, ‘ •:• ~, ;■=,■ .■ ■■=: 

SfSJm/r^^ >- 4 ’ 

' \\ ■< . i. >,i, ,' , ‘’""'a ’'^V'-^"'' V-'''""' ' ' •''''' ‘ .'^ ' ^ '■■’ 



■ *'ks 







t '* '= ’’-kr ■=, • -Ck 

;y^ ■A\-’ 



'A'-^’^}-'' V!'- w ■* ‘< .;. I'' '' "v 

.;,:r .;='=^'''-''Ak'-^’.H' S 

r a"‘.= - .'-v-’a; 

; .'.' ' JcS' A ; ■”. "* ■■•'■ •"'■ '>i ■ 

■ '•’.* fl.'- ''■ 









. .i;. ..H< 



I'. r rti .; • . 
I p 



a*'?-...- =:. i'-"* ^ ;;Vv-.', 1.3 -^ •.>.:> i'v.^ h -t l'?- V-'. i'l > .''i-'V/i: J '. 

-7 \=>' .'>; ., , 

: . ■ .- ,, '*»,■»■ <■ -1 -; 
•* « - . -TLl "''' »' =■ 

■'V, A I ;.; 

>■ t.i, y- A -> •...^•|A r,,--.. . r"!.; iA*.'*- • -7.^*'if‘-V 'i-- ■•'!-''^'i^'*' 

-u '• i"X ?-*■■' ^ (A I v‘- ‘ iS 



5 r 

.’ ■•! -'i 

. J V' 



• t X. 



'* I vl*- 

- ' .< \r ^ f' V ^ ^ ^ ^ ^ 






J 



^ i. (S ^ ^ 'K 






^ V ( , 



.'V' ' ■- v^'-'^,'- ‘ ^ . f> A 'A. w.; * j- A ‘a." Ai ^ t> ' 'i '-,; 

A— r =.V.V'' , j '= A ‘ ■ ' '-", V * ' > ' ► rJ ,’a . , A, 

.’a,' _,.a - r.',.-"' i a,aii ^ .J 

s;..'- - A ‘ V ’ %’•••.•■•-• '‘t -i‘- ••’►’■•. ■ • - • .<^ .' . ■ V .a '^-v j-T-'. . Vf'i,.'- - If «,t«’j '.j7vs.'.';i;.^'^ •'':i':.v^.'-j|'iT.AS.o;y - ,*i._;s'e=i. • r^>w *"t •. ;. . :. -<- '■■.•=»•? • ” '•_r _•.. •••- . 'i,. -.■: : •‘‘•f-i," V -.• - —• -4 

^ "■'X -. i A K\ < a , "a,. , ‘ 

J V-'A:v''' , .4" ,'■• i f,A > ' ‘j ’ ' » ^ ' ‘ r, , W " " '* > A-- 

A l',, 0 ^V.^>;v;vA^.■^.i■;•'C;* • (' *■ 'f ‘ « f .5 -i. , - . ■= 4 ^ -; 

•^^^^;•^-^• 1 :^! 1 •fcV•X'i^.'i yi ' / H I I , r “ , *# » 'A ' * 1 / .,■»' 

^P('j -.Jfr'A.' '■A.^';.''= T-'4- if ' , - ^ , ‘rf'j" A ''■ 

■.^ , aV"’i AV;..;-.'_/i;y ^ ’ ' .. ,, V, ’ >4. , ' v * V' . ■'•t ■■ ^ a 

' ■ , 1 % ' ^ .r t' AV '■ ^ r / t "r/, ■" t.> ^ 

.ff=iV' ' F' A. t' a' .J A, „ ; 4 % ' J'' ' ' * ‘•■''' 'f f'' 

V , ' j t <'j/ ‘ ’C. ' a' '..A’*' * - . 

••A'i-tfA.JV '•* 1 '^'r. ’ ' ^ ^ y V‘ /' “ . ' * y 

"■ 'C ’/A ‘ r.'r,'y V " 

'r/t ;.-nA 



A ' A> 

.... •'■ • ' .-«*■'■ .'.>vrt'’ui I, 'J , -•t;.- --■■ -i 



V 






.‘r h':h \ :^' •*f';^^^;;:?^->?- 

. M • ,=^'~; r"’ -ia- ^-A'* y~ «• ,,, 

-‘Y r ^ .iv Y-. '"' i ''''<■ j'.'V ■^y'''-’-yy.%' 

>''h'Y-r,7y” 'r'‘:..;v> -'■■Ar“>yv'iA ’'S '''"•> r- 'i- r ^ ’’ "-3 Y? ■ ’^’S"' 











7-.,i y^’’ 



.* 'y'-/’: i ««rv< Vi.- »L*'' ^ ■ 's-' i‘v.bv>/r* (.'/ i.. •^ ;»».-,>.• • •-. ,S -v • • . 

jp ;v;p? 












i.T .,C..$';-y '-i.. V ^ ' 



sr/i^i'.;'*‘''^V*''rrV ’' 




f4.jw 

^-v - *.*■•?-- '!• •■:r-. 









1 . » ,» .L ' y *’ '‘■'4 






.« ,. ■‘'4*"''"*c ' “- "’V 




^'* v'i'i H ■'hp'^ / '... '‘F-t\‘ ‘ • V \ . «'s ' *, •-■>,'''.Vv >‘i'-'--'- -■'‘ k- ' ' 

' % , ^ '> - 'k ’■ - -v^ -■' '> ;* 5 ; : -I -. '•• ^ 

A.' ‘^ [:, *■ ‘,^‘ ' '-,.c i- .4ri‘ ' -'",!,v-''‘,- ' .> . > 

.’ ' ..■;, ’'..i ^v- v\. -.V ' > . / ,' '■,--4' 5- 






...‘■■' '.• AT.. jm» > w:TOnso/Jiij?o«?? Lmtvma?7'^c^i.j>08 .v.'^.e- ok...-d{jab0 ' ‘ 



'- f, 

■'J.L - V..-' V ...•■.* 



"C 






^ •. ,;.(■■£;•*'■ •,?'-,i';.> ' :i .: •,' , ; ■ , i* ' •y.-fi: .r T- 



